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Version Description

V1 First implementation, now obsolete, and restricted to IPv4 (without IP mask
and AS Number).

V2 Cisco internal version, never released.

V3 Cisco internal version, never released.

V4 Cisco internal version, never released.

V5 Most common version, available (as of 2009) on many routers from
different brands, but restricted to IPv4 flows.

Vo6 No longer supported by Cisco. Encapsulation information.(?)

V7 Like version 5 with a source router field. Used (only?) on Cisco Catalyst
switches.

V8 Several aggregation form, but only for information that is already present in
version 5 records

Vo aka v10; IETF Standardized NetFlow 9 with several extensions like
Enterprise-defined fields types, and variable length fields.

S Jy

192.168.0.228
Cisco Unified Communications
Manager Server

=z

Web Server

— Fa 00 [ —
: <y
M
10886
IP Phone ‘ l
=4
- -
192.168.1.50
NetFlow
Collector

Cisco's IOS

R4# conf term

R4(config)# int fa 0/0
R4(config-if )# ip flow ingress
R4(config-if )# exit

R4(config)# int fa0/1

R4(config-if)# ip flow ingress
R4(config-if )J# exit

R4(config)# ip flow-export source lo O
O R4(config)# ip flow-export version 5
R4(config)# ip flow-export destination 192.168.1.50 5000

R4(conig)# end
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(Times out) Jd cpe Ui S5 LS Lulsh (3 stadls flowy ae

Cisco's I0S

router(config)# ip flow-cache timeout active 5

router(config)# ip flow-cache timeout inactive 30

9 yig,3 Gle NEtIlOW 31wl [ yal Aocieiud! ol g¥1 1 35T ucd g 1 a3Tg
Trubleshootingy yi e

router# show ip flow export

router# show ip cache flow
router# show ip cache verbose flow
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Netflow Collector
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Cisco's IOS

Router(config)#interface FastEthernet 0/0

Router(config-if )#ip route-cache flow

J a9 asg dautl Lle Netflowadh Juaats pgas so¥ 148 g5 (e
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Cisco's I0S

router({config)# ip flow-export version 5
router{config)# ip flow-export destination <ip_address: 2000

router({config)# ip flow-export source FastEthernet 0/0
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(SCCM2007 -Microsoft System Center Configuration Manager 2007 )

Microsoft

System Center
Configuration Manager 2007

Microsoft

A(17% ) cstacdai ay3s5®

((B1% ) Juaicah antiait pa3959 yghal

.(31% ) asiiatt 4y jlans dsles*

.(15% ) SCCM2007 31 4y slans dibusg ol ®

alas Yo sl 3 oMl Ailall (3 ¢ gudge S ciligSe Jg> Juolail ra i3lg
N S

Deploying a SCCM 2007 Server (9 percent)

set up and configure an Active Directory schema.
Migrate from an SM5 2003 hierarchy to sccm 2007.
configure an sccm hierarchy.

set up and configure security accounts.

Configuring an SCCM Infrastructure (19 percent)

configure client agents. i

configure site boundaries.

configure core site system roles.

Configure discovery methods.

Configure client installation.

Configure SCCM infrastructure for Internet-based client management.

Managing Resources (14 percent)

Build an scam collection by using queries.
Meter software usage.

Manage assets.

Manage inventory flow.

Manage client agents.

pistributing applications (17 percent)

Manage packages.

Manage programs.

Manage advertisements.

Schedule distribution.

Track success and failure rates for distribution.
Manage distribution points.

pDeploying operating Systems (13 percent)

Capture a reference computer image.

Mana?e task sequences. X

Configure site system roles related to deploying operating systems.
Deploy operating system packages.

customize user sState migration.

peliver applications.

Securing a Network Infrastructure (13 percent)
Configure Network Access Protection (NAP).
Maintain NAP.

migrate from ITMU TO WSUS.

peploy software updates.

manage vulnerability compliance.

Managing and Maintaining an SCCM Infrastructure (15 percent)
Mana?e system health.

configure automatic maintenance tasks.

Create custom reports.

Maintain clients.

Manage systems by using configuration management.

Manage wake on LAN.
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Windows S5

Windows 98

Windows Millennium Edition

Windows XP Media Center Edstion

Windows XP Starter Edition

Windows XP Home Edition

Windows XP Professional, with less than Service Padk 2 applied
Vista Starter Edttion

Windows Vista Home Basic Edition

Windows
Windows Vista Home Premium Edition

Windows NT Workstation 4.0

NT Server 4.0

2000 Server, Service Pack 3 and earlier

Windows
Windows
Windows 2003 Server, with no service pack installed
Windows CE 3.0

Windows Mobile Pocket PC 2002

Windows Mobile SmartPhone 2002

A iligma ) e Jaddg s ol lladl) .
O MMC3.0.
* Net Frame work 2.0.
*SQL SP2 (Full Version / Not express) .
et I SR guug Syl B9 (0 52 fruu ST ALalSH il ©
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Internet Information Services (11S) 6.0 or later is required if the system will perform any of the

following site systems roles:

« Background Intelligent Transfer Service (BITS)-enabled distnbution point. This role requires
BITS server extensions and Web Distributed Authoring and Versioning (WebDAV)
extensions. I1IS is not required if the distnbution point will not be BITS-enabled.

+ Management point. This role requires BITS server IIS extensions and WebDAV [IS
extensions.

Reporting point. This role requires Active Server pages. A

+ Software Update Point

+ Server locator point.

+ All Configuration Manager distribution point systems using BITS bandwidth throttling require

BITS 2.0 or later.

« Management points and server locator points configured to be part of a Network Load Balancing

(NLB) cluster are supported.

+ All site servers require Intemet Explorer 5.0 or later.
+ Windows Server 2008 is the only supported operating system for hosting the System Health

Validator point site system role.

.SCCM 152

58 SCCM20073 &1 351

.SCCM Components =gt - i

Ayl @ aBge 98 B Ayl polin SN Bl agd> 4y (i Site aBgll ¢
i 58l ddjal clig AD siteds atauigs ot Subnet TIP3 sgus alauigs
ASCl g A gll 3 gus (pauds gl i (Al il T getaSTl g

g adall agus (pad (95 il 58l 4y il :Sit@ SETVET ,a pudl ®
g La® 51 9a¥! @l igatll

Site System Lgil e i ya pull (o @ud cay ot o3y :Site System auau e
Al 3ag Lo 192 (e dcte plla (IS (9501 Coioes 51 9aN1 (Liadl 92 14D (o Cagllg
-ple Sy 4Tl (3 ool

dollas 4lSel g ok p gl oo a9l audSia -Site Hierarchy ausn
(H39035) SCCM2007 3 cilaus 18439 A a4l

Configuration) way,sil e cwasi o :The Client Jeean *
ot Jo~1 (pa9 ASl S0 sMlealls gals IS Slg JS e (Manager
i gl ASEIL dla S 41 0 g1 48 a1 (DiScovVery) wis Joc iy dagll
0 g1 (s (95T Ladoe JSLAL (s (0 (ilal A2y slall 002 O @y g 2l e
11 g W1 AailB ) LY Logaliall aias Los adiSH Jac il gl M dlais 1 S
.SCCM200731 alawl g3 dzellall deailal qun's

.Site System Roles ,ga¥- o
) el g Wi dcn )ﬁ}\ud\ pody Al ildlaall 8 ) gadl
Device Mgmit o 34315 5131 asdec 3 putsins :Sit€ SETVer adgll & ,a pw®

J1 Jgoll Jueall g ndiy dots alaai : Distribution Point ayjeu tatas ©
PXE ploseials Juadi @lad couats dods 13 Jlio cilossell
el a3, aleds> Lle Jaaxtl :Management Point oy botas

WSUS atias ety Jtie (s
Gle a5 yal Ledl o,Li¥ @35 akaas :Reporting Point e botas ©
S dmis S

Aol LSl dagl aué y pue e :Server Locator Point ayasi tatas *
al> aalil Hlaall JB (o Joladl olgs ailaiudt @33 AD (5,438 pls iSYL
SHV.System Health Value gjs ;e asstiti ey Jlie , mgatd aalaisy
A (R pUALY dy 59 pudall Slionl ges e Juals Juaall plia of (pe SSLILY
Iaaisd olile sueld Lle Sgiw :Data Base Server «ilibodi acigsd ya
.SCCM200731 Jaat da3 M sboglatly

g3 SCCM200731 58 st (5Sag 0 519331 1930 (5 5 S8 Lidany 31 JS

Rokes ] Type

E_] Confighlgr component server Server
f.'_i Cenfighigr davice management poink Server
kj ConfigMar dstribution pont Sarvet
;;_] Cenfighiar management point Server
& | Confighgr PYE service poink Server

ConfigMiar reporting pont

,;j Confighar site server Servet
E_] Confighlar site system Server
L_j Conhighlgr software update pont Server
U CenfigMar site datzbase sarver Server
gd Confighar system heath validator point Server

Site Hierarchy. aus.g- o

-t plucdl A3 ) AdS gl @uiat

215l dhy e libes oueld e Soladl w1 3l sag (Center) 5S40
SCCMur i piayg

B (pa g Al Al sucl® e Seimg (Primary) quws b aasti
-2 9L el kil 32 42

B (e g ds Aol cilib sueld Lle 93 (Secondary) sgitil gt ®
-0 yilis A il (puets ) @Bl of }5)1' 2290 B Orhuntigll (342

-+ @RIl o )5 duda ST s 65 LN SN

-®




Ay y9 pall gyl Ll @y Silild Bue gl cus SCCMY couaiis sadl -

Pl Couadl gl

) AU 38 o iy et pge e oISl puay SCCM Couats (o slgia¥l day
I SN (8 da Sl LeS g culSeaill o 11 puieiiuy 50 (SYS Center Conf Mgr

®

i)

> =] 2w |
Al ‘2] System Center Configuration Manager Actions
50
& Ste Mansgement Welcome | Sign In United States - English ~ | a| | System Center Con... «

4 & CBN - CBT Nuggets S W comecttoste ...
4 corpurer mansgenent | IMiiCroSoft TechINet System Center
4 4 Coloctons

% Corficting Records Configuration ‘@ Give Fesdback
4] 6% Software Distribution

m

Cuszomer Expen...

24 Software Updates ) L2
41 @ Operating System De TechCenter Now Wirdon Fro...
S)-ma Software Metering

41 @& Reporting z | 5]~ | ubrary ol [ Refresh

3744 Desred Confl = D Hep

41 [ Queri w Printer Friendly Version “§* Add To Faverites [ send

3 Mobilevice Manags
41 4% Network Access Protc
5Ly System Status
¥ S Security Rights
B-{§ Teoks System Center Configuration Manager...

Click to Rate and Give Feadback

Techlet  TechCenters b+ System Center Configuration Mansger

System Center Configuration Manager

System Center Configuration Manager
2007 is the next version of Systems
Management Server (SMS) 2003.
Configuration Manager 2007 contributes
to a more effective IT department by Systems Management
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| 2l | >

Previous Version of
Configuration Manage
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SCeM sites cannot be child sites of SMS 2003 sites.
sMS 2003 sites can be child sites of sccm sites.
Native mode sccm sites cannot be child sites of mixed mode sccm sites
scem clients cannot be assigned to an sMs 2003 site.
SMS 2003 clients can be assigned to an SCCM site.
SMS 2003 primary sites cannot be managed through the SCCM console.
SMS 2003 secondary sites can be managed through the SCCM console.
- only when the sMS 2003 secondary site is directly below an SCCM site.

sMs 2003 clients must be upgraded after their site server.

sMs 2003 sites to be upgraded must be set to advanced security.

sMs 2003 clients must ge advanced clients.

A1l sms 2003 feature packs must be uninstalled (except for ITMU).
sms_def.mof customizations will not automatically survive the upgrade.
start with the central site, then work your way down the hierarchy.

A parallel sccM instance in some cases 1s a better option.

o palal 5gddl Linegag SCCMl pliasd (Jolidl o 5211 cro JoX1 o 5ol gy 1igo
ciloglatl e dls 10 ,SCCM dlac ughal, jaliall BLAISH) le 8 jatld LI & ol

(Al

19 ALl Al I oIl Ay gl g S@gullg 192 lgl Silaliel (o sl ey
¥89 SCCMU Cosatild 18 puadl dlings Jods

sla¥ UM (e (5958 il AISY LeSuw dawgi @aly ¢ LSl dawgd-
Al s Setom S LBl Sle> Gle aws g EXTADSCH.EXE
ol 8idg alg¥l slaw e e daiy cus (NW Forest Root) as.
SCCMu 53 3 3 uis 3 052970 (1553

oo (System Management) ewls (1igiisS) aladls ddlsl @iy o
oo(ADSIEDIT.MSI) ¥ plusiu g3 oo cllag ( CN=SYyStem )bl
LSl dzellae ddld (Jaad sl ¥l jlaw

Bag>g pac > 3(SQL2005 or 2008) I cbited) sucld ceuais- o
Jiany SCCM s 3 63 paud dlgin ol 989 Siballaill (F3ute Jaisi- &
JSE BasY | Couatill dddens sddl (13 dedus SHAASY JS oof (po SSUL o4

—i N
Microsoft System Center Configuration Manager 2007 - - 1 }_]
Installation Prerequisite Check
Setwp Is checking For | 1l 2 If probiems are found, Setup will display detals about
how to resoive the problems.
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@ TS enabled Error SCOMNUGGET Management Por _
(‘1...v-.-. PR ) - e — . I '-LH
Prerequisite checking has completed.
[
Software updates KB932303

[The Wi servic= may stop respondng oo Configuration Manager site systems with the NET 2.0 framewark instaled .
More formaticn about this update i avalable at: http:/fgo.mi ft. comfFwlink/LinkId 27.
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1) A+, N+, CCNA, MCP, MCSA, CCNP _> Cisco Certified ...
2) A+, N+, MCP, MCSA, CCNA, MCSE —> Microsoft Certified ...
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1) A+, N+, CCNA,MCP,MCSA, CCNP > Cisco Certified
2) A+,N+,MCP, MCSA, CCNA, MCSE —> Microsoft Cer-
tified

s &

1) Cisco: 3years (36month) - 3m(A+) + 3m(N+) + 2m(
CCNA) + Im(MCP) + 3m(MCSA) + 6m(CCNP)[-36 - 18
- 18 month.
2) Microsoft: 3years (36month) - 13m(A+) + 3m(N+) +O
ImMCP) + 3m(MCSA) + 2m(CCNA) + 3m(MCSE) - 36
-15-21 month.
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edit forwarding-options helpers bootp]]
root# show

server 192.168.10.1;
maximum-hop-count 2;
minimum-wait-time 1;

interface {

em0.0;

}

[edit forwarding-options helpers bootp]
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Cisco’s I0S

Router:> enable

Router# config t

Router(config)# ip dhcp pool NetworkSet
Router(dhcp-config)# network 192.168.1.0 255.255.255.0
Router(dhcp-config)# domain-name mycompany.com
Router(dhcp-config)# default-router 192.168.1.1
Router(dhcp-config)# dns-server 100.100.100.1
Router{dhcp-config)# netbios-name-server 192.168.1.2
Router(dhcp-config)#lease 3

Router(dhcp-config)# exit

Router(config)# ip dhcp excluded-address 192.168.1.1 192.168.1.2
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Router#show ip dhcp binding

JUNIPER

edit system service dhcp]]

set pool 192.168.1.0/24

set address-range low 192.168.1.3 high 192.168.1.254
set maximum-lease-time 14400

set default-lease-time 14400

set name-server 100.100.100.1

set wind-server 192.168.1.2

set router 198.168.1.1

exit
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Juniper's JUNOS

show system services dhcp pool
show system services dhcp binding
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Length/ Frame Check
EtherType Sequence

DA | SA Len/Etype Data FCS  Omginal Ethernet frame
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Switch#show ip dhep snooping
Switch# show ip dhcp snooping binding
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DHCP clients
Network devices

DHCP server

ge-0/0/3

Switch(config)#ip dhep snooping
Switch(config)#ip dhep snooping vlan 10 32 104
Switch(config)#interface range gigabitethernet
0/0/1- 0/0/3

Switch(config-if )#ip ghep snooping limit rate 3
Switch(config-if )#interface gigabitethernet
0/0/8

Switch(config-if)# ip dhep snooping trust
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R s T :
acker: Friend or Foe?
R
@ ~ White-Hat (a.k.a. Ethical Hacker) --
Hired by firms to analyze their system
security
# Gray-Hat -- Seeks out and publicizes
(but doesn’t exploit) security hole
« Black-Hat (a.k.a. Cracker) -- Seeks to
penetrate and compromise systems
« Script Kiddie -- Novice hacker who
relies on exploits developed by
others; pot to be wunderestimated?!
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A person who enjoys learning details of a programming
language or system
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Cisco ASA 5520 Firewall Edition
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security appliance
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Aggregate Half-Duplex Throughput Dimensions Power Options
“10 Gbps *3.5x17.5x 18 in *DC Input Power (Fully Loaded): 10 A at -48 VDC; 378
FPC Slots and Full Duplex Throughput *8.9x44.5x45.7 cm watts
per Slot Mounting * No. of power supplies required (non-redundant/redundant):
*1 built-in, 4 Gbps additional 1 Gbps * Front or center 1/2
for FIC Maximum Weight * AC System Input Power (Fully Loaded): 4 to 2 A; 100 to
PICs per Chassis *38.2Ibs/ 17 3 Kg

240 VAC; 47 to 63 Hz; 400 watts
*4, plus 2 additional fixed FE,or1 @it ) s e SRR
fixed GE ports 7 g
Chassis per Rack

*24 .
Redundancy Router M7

*No

Number of Interfaces* Maximum Number of Virtual Systems Routing Protocols Supported
8 mini-GBIC (SX, LX or TX), or 2 XFP 10 Gig 0 default, upgradeable to 500 OSPF, BGP, RIPv1/v2
(SR or LR) Maximum Number of Virtual LANs High-Availability Modes Supported
Maximum Number of IP Addresses in 4094 * Active/Passive
Trusted Interfaces Maximum Number of Security Zones * Active/Active
Unrestricted 16 default, upgradeable to 1,016 * Active/Active Full Mesh
Maximum Throughput Maximum Number of Virtual Routers IPS (Deep Inspection FW)
*10 Gbps FW 3 default, upgradeable to 503 Yes
*5 Gbps 3DES VPN Integrated / Redirect Web Filtering
Maximum Number of Sessions N tS -5200
1,000,000 e Creen
Maximum Number of VPN Tunnels
25,000
Maximum Number of Policies
40,000
Maximum Performance and Capacity | Network Connectivity Routing, Virtualization, Encapsulations
* Junos Software Version Support: Junos * Fixed 1/0: 4 x 10/100/1000 * BGP, OSPF, RIP, Static, ECMP: Yes
Software 9.1 * Maximum PIM Slots: 3 * Multicast, PIM SM, SSM,IGMP: Yes

M':b';z""a" Performance (Large Packets): 600 \ 1., iy m EPIM Slots: 0 * Maximum Number of Security Zones: 40
* Firewall Performance (IMIX): 400M * Maximum Number of Virtual Routers: Yes
* Firewall and Routing PPS (64 Byte): 175, Router J2320 * Maximum Number of VLANSs: 256

000 pps * PPP, FR, MLPP MLFR HDLC Yes

* 3DES and SHA-1 VPN Performance: 140 " -

Mbps s J?320

* Concurrent VPN Tunnels: 512 MB / 1 GB ktie m
DRAM 256 / 512 .=

* Maximum Concurrent Sessions: 512 MB / 1
GB DRAM 64 K/ 128 K

* New Sessions/Second: 5,000

Data Rate Resiliency MAC Addresses
* 480 Gbps Dual load-sharing internal autosensing AC 16,000
Throughput power supplies Jumbo Frames
* 357 Mpps (wire speed) Power Options 9216 Bytes
10/100/1000BASE-T Port Autosensing; 110/220 VAC; 60/50 Hz IPv4 Unicast / Multicast Routes
Densities Operating System N/A
24 (dual-mode 1/10GbE JUNOS Number of VLANs
network ports) QoS Queues / Port 1,024

;gGBASE-XPortDensities 8 - o SW|tCh EX25OO

Traffic Monitoring
100BASE-FX /1000BASE- N/A B
X (SFP) Port Densities
N/A
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