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® GNS3 0.7RC1 Setup

Completing the GNS3 0.7RC1 Setup
Wizard

GNS3 0.7RC1 has been installed on your computer.

Click Finish to close this wizard.
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Installation options
iew the following options before instaling WinPcap

| Automatically start the WinPcap driver at boot time:
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General [Dynamips
Dynamip

Capture Ormans | perviceHansgr

% Setup Wizard X

Step1

Configure and test the path to
Dynamips. Also check that
the working directory is valid.

Add one or more uncompressed
10S images.

%)

i

License Agreement

Press Page Down to see the rest of the agreement.

Copyright (C) 1989, 1991 Free Softw
51 Frankin Street, Fifth Floor, Bostc

Py an
of this license document, but changing i is not allowed.
Preamble

most software are

IF you accept the terms of the
agreement to install GNS3 0.7RC1.
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Welcome to the GNS3 0.7RC1
Setup Wizard

This wizard wil guide you through the installation of GNS3
0.7RC1

mended that you close all other applcations.

up.
relevant syste files without having to reboot your
computer.

Click Next to continue.

Configure and test the path to
Dynamips. Also check that
the working directory is valid.

Add one or more uncompressed
10S images.

® GNS3 0.7RC1 Setup

Choose Install Location =
Choose the Folder in which to install GNS3 0.7RC1. 37}

. 7RCE i 7] Folder, click.
Browse and select another folder. Click Installto start the installation.

Space required: 41.2MB
Space avalable: 1.5G8

L

E]E)&] | ® ons3 0.7R¢1 Setup @6

Choose Components 3
Choose which features of GNS3 0.7RCH you want to instal. o

d
install Click Next to continue,

Select companents to install:

Space required: 41,2V

105Images | External hypervisors

Image fie :
Platform:

Model:

IDLE PC:

Defouk RAM: (1288 3| Check for mininum RAM reurement

[9] Defauit image for this platform

=],

$ Winbcap 4.1.1 Setup

\Wi'n'Pcap

“This produict is brought to you by

WinPcap 4.1.1 Installer
Welcome to the WinPcap 4.1.1 Installation Wizard

=
CACE

TECHNOLOGIES

Packet Capturing and Network Analysis Solutions

(@)

® GNS3 0.7RC1 Setup

Choose Install Location
Choose the folder in which to install GNS3 0.7RC1.

Space requred: 41.2M8
Space available: 1.58
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ICNP Message Tvpes
Description

Type
0 (lsb Je 3,8 2355 Bcho reply

Destination network unreachable
Destination host unreachable

Destination protocol unreachable
Destination port unreachable
Fragmentation required. and DF flag set
Source route failed

Destmation network unknown
Source host isolated
D

Source quench

=

o

Redirect Datagram for the Network
Redirect Datagram for the TOS & network
Redirect Datagram for the TOS & network

Redirect Datagram for the TOS & host
Alternate Host Address
(=il ~235.5) Echo request

|
"
.
>

o
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Router Advertisement

o

Router discoverv/selection/solicitation
TTL expired in transit
Fragment reassembly time exceeded
Pointer indicates the error
Fragment reassembly tume exceeded
Bad length
Timestamp
Timestamp reply
Information Request
Information Reply
Address Mask Request
Address Mask Reply

P

=

12

>

13
14

15

(=

o

16
17
I8

o

o~

é

Character Description
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For each node, the round-trip
time in milliseconds for the
specified number of probes

The probe timed out

nn msec

Administratively prohibited
(example, access-list)
Source quench (destination
too busy)

User interrupted test
Port unreachable
Host unreachable
Network unreachable

Protocol Unreachable

Timeout
Unknown packet type
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et C:\WINDOWS\system32\cmd.exe

:\Documents and Settings\ayman_bat>tracert yahoo.com

racing route to yahoo.com [209.191.93.531
over a maximum of 38 hops:

: ns
ms

* vipa4.te
* vlan33-tel-5.catB3-co—ch2a.te.net.ua [195.138.67
vlaniB-tel-2.catBi-co—ch2a.te.net.ua [195.138.67
odessal-ge—8-8-0-857.ett.ua [80.93.126.131]
decix.ett.com.ua [80.81.192.1131]
ge—1-3-@.patl.dee.yahoo.com [808.81.192.1151]
e—-B-2-0@.pat2.dee.yahoo.com [66.196.65.1311]
0-3-8-8.pat2.dcp.yahoo.com [66.196.65.1291
s—@.pat2.da3.yahoo.com [216.115.181.1551
ae2-p121.msrl.mud.yahoo.com [216.115.184.911
te—-8-2.fabl-a-gdc.mud.yahoo.com [289.191.78.1491
UNKNOWN-209-191-78-171 .yahoo .com [209.191.78.171

bl.www.vip.mud.yahoo.com [289.191.93.531
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Packet Tracer PC Command Line 1.0
PCrtracert 172.16.10.2

Tracing route to 172.16.10.Z over a maximum of 30 hops:

125 ms 63 ms
x 46 ms
62 ms x
> 37 ms
18 ms .
4 63 ms

Request timed out.
175.16.5. 1]
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CERTIFIED

Perform the network incident management process
Describe how a trouble ticket processes through the network
operations center(NOC)

Identify key network incident metrics in a NOC incident report
Apply an incident management process

Perform incident management using basic tools and documen-
tation

Close an incident ticket

Prioritize incident tickets according to standards

Escalate an incident ticket according to typical criteria

Create an RFC to implement a fix or workaround for an incident

Apply the problem management process

Apply the Information Technology Infrastructure Library (ITIL)
problem management process to the task of managing
networks

Distinguish between incident management and problem
management, and determine the interactions that occur
between them

Perform first-level network monitoring and trouble-
shooting

Use network management tools to monitor network status
Interpret device specific alarms and determine the severity of
the alarm

Initiate troubleshooting procedures based on received alarms
and/or log messages

Use network management tools to troubleshoot first-level
network incidents

Use syslog functions, severity levels, syslog traps, and buffering
Use knowledge of IP fundamentals to determine the most likely
cause of a network problem

Determine the most probable cause of a problem from standard
output and SNMP traps

Utilize common structured troubleshooting approaches

Perform network configuration management

Backup configurations across standard NOC architectures
Interpret basic standard scripting commands used in automat-
ing network maintenance

Interpret basic UNIX cron job commands used in automating
network maintenance

Use a network inventory management process

Implement network changes and change manage-
ment

Accurately document a network

Utilize a network change implementation rollback
Implement a network change based on change documen-
tation

Perform a network upgrade

Identify upgrade or downgrade issues and recommend
corrective actions

Verify the usability and effectiveness of a network change

Apply the fundamental concepts of service level
agreements (SLAs)

Identify the unique characteristics of different SLAs
Inform customers about SLA issues

Monitor service levels against the requirements of an SLA

Describe basic IP technology in the Service
Provider NOC

Describe the purpose and components of an IPv4 address
Describe the purpose of and components of I0S XR

Use IOS XR to perform basic router functions

Compare and contrast IPv4 to IPv6 addresse
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root@% pwd A

root@% cd Svar/tmp
root@% ftp 192.168.1.2

220 Microsoft FTP service

Name (192.168.1.2:root): administrator
331 Password required for administrator|
Password:

3o tser—admintstrator—Togged—ins
Ren em type is windows_NT.

BT Tn T

ftp> get jweb-9.0R1.10-signed.tgz |

Tocal: jweb-9.U0RL.I0-51gned.tgz remote: jweh-9.0R1.10-signed.tgz

200 PORT command successful.

150 opening BINARY mode data connection for jweb-9.0R1.10-signed.tgz(4749299 byt

es).
100% | | 4637 KB 00:00 ETA
226 Transfar complete.
es received in 0.83 seconds (5.45 MB/s)

tn> hve
v

asyl,Jl al>,o0ll
bRV s e e s e s

~

-H-[r:oo'o recuest system software add /var/tmp/iweb-9.031.10-signed.tgz I
Installirg package '/var/tmp/jweb-9.0RL.10-signed.t3z" .

Vsa'nf'led jweh-9.0R1.10.tgz signed by PackageProduction_! 9 0 0

Addin
Avaﬂgb%E sEace 102686 require: 6836
mounted jweh package on /dev/md9..

verified manifest Signed by Packageproductmn 9_0_0

Executinc /packages/mnt/jweb-9.0R1.10/mount. post.

Reloadine /config/juniper.conf.gz ...

Actwat'lrg Sconfig/juniper.configz ...

mgd: comnit complete

Restartirg mgd .

saving package File in /var/sw/pkg/]web 9.0R1.10-signed.tgz ...
saving state for rollback

WARNING: c1i has heen replaced by an updated version:
CLI release 9.0R1.10 huilt hy builder on 2008-02-14 03:18:33 UTC
Restart ¢I1 using the new version 7 [yes,no] (yes) yes |

Restartirg cli ...
root>

oVl al> ol

VMWare _sle <uso sV u.uSl 5909 (e FTP 58,00 i wod
ol 2uSW it AWM (0 guaiis )95 ueST Ao Baplly
Start —>sJWl wuwipdl gollas alawy s &dbg gl Js1s
control Panet —> Add/remove --> add/remove windows
£S5 dasgcomponents -->Intenet Information Services IIS
8,00l 2uogo 9 oS FTP Service ,Lusb

beompanents-of Intermet Information Services (IS).

l @ Common Files

|1 @ Documentation 35MB

lE] &C:l File Transfer Pratocal [FTP) Service 0.1 MB

| ] & FrontPage 2000 Server Extensions 43MB

|V ‘iﬁ] Internet Information Services Snap-n I 1.3MB

|[] 55 SMTP Service 1.1 MB

|C] 8 World Wide Web Service 23MB ¥

el @il sle 135 Ao by By w wanaidll oo slpiVl aey
aSUWI gogr p8 waloll i 59 ftproot wlo al=lig Inetpub
olslacVl &Sl o) (el Wgw basg J-webdl anll
aJuJl
IP 192.168.1.2

Mask 255.255.255.0

Gateway 192.168.1.1
50 LSYMwared! v ol aSiall wslacl gas of souiiVs
sle sl ig)llg 93008)l ot jau> i 09S, (s> 800l 2Logo
alsbaeVl Guss gai o e sexusll (sleg gl

wsle Http JI Jusas csdg wslacVl o (spgisig a>lg yol lile (s
JWs o g seu8)l o ade JLai WL pois B Sl el
rJUI o VI
root# set system services web-management http interface e
mO0.0

Qroo’g# commit . i
VI Lpad S il dxano quas pgdis s9uell (sl OVl L
UsST V9w aiidly gL polxll

9> plle (59 b Mpwe Mal

Configuration  Diagnose  Manage  Events Logged in as: root Help  About  Logout
Monitor > System

System

System Identification
Serial Number Olive
JUNOS Software Yersion 9.0R1.10
Router Hostname
Router IP Address Could not resolve hostname

System Time

Date Time Time Length User
Current Time 2010-03-03 08:44:50 UTC
System Booted Time  2010-03-03 07:48:30 UTC  00:56:20
Protocol Started Time 2010-03-03 07:49:14 UTC  00:55:36
Last Configured Time  2010-03-03 08:43:26 UTC  00:01:24

Active User Count 2
Load Averages (1/5/15 minutes) 0.18/0.05/0.01

Users

User TTY  From Login Time Idle Time Command
root  vO - 7:49AM 54 -csh (csh)
root  do - 7:52AM 1 cli

root  jwebl 192.168.1.2 8:44AM

[ Hardware | options

o Sy Device status

B Memory 128 MB Connected

@ Processors 1 Connect at power on
(=Hard Disk (SCSI) 40 GB

(S)CO/OVD (IDE)  Using file F:\XP-SP3.is0

T&network Adapter  Bridged (@ Bridged: Connected directly to the physical network
@USB Controller Present
EHisplay Auto detect

[[]Rreplicate physical network connection state
(O NAT: Used to share the host's IP address
(O Host-only: A private network shared with the host
O Custom: Specific virtual network

sl al> ol

ohe Joz b csul unsd 5V cllach podis unis> s, (sl agw
aJUl ,olgVl (sulnig configure modeJl
root# set interfaces emO unit 0 family inet address 192.168.
1.1/24
root# commit

root:>

root> conﬁ;ure
Entering configuration mode
users current'l¥ editing the_configuration:

rnot[term'lna do (pid 5257) on since 2010-03-03 08:15:45 uTC, idle 00:05:42
edit]

[edit]
root# set interfaces em0 unit 0 family inet address 192.168.1.1/24 |

Ready Serial: COM3 30, 14 30Rows, 80Cols  YT100 NUM

A o woylly 9308l G Jlail 3929 oo ST psis BIssg
Ping ,oVI
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oAy AlS (3 Cdgl Hlaldi 3 Baclull o xISH el 138 puay AlIES Lait 52
Oy 918 oSS le ) el Jae IS (3o raltuns JSus g Uil N sl 931
Ay pLudl 2830 J) @y 989
0953 ¥l Aiuog PrivilegedMode & s L gty pals Jo¥l @ul
S JSEN Lo
Alias exec
Global Configuration Mode.s i ass it slg¥ls pals 5Ll eudl
L SN e ()9S5 e Absuo g
Alias configure
Interface Configurations @ cass i el pals Cdll eud)
S SN e 00953l Aauo g MOdeE
Alias interface
(o IS (3 ol g8 A4S Ay o a5 ALLoYT an 009
Router(config)#alias exec a show ip int br | exclu
unass
Router(config)#alias exec sr show ip route
Router(config)#alias exec acl show access-lists
Router(config)#alias exec srint show running-
config interface
0953 oS3 outy o 51 8 yoxdl A4S p 921 AlIAS EXEC ol 2408 iy (9L LaS g
A, il cied Ladsg €XCIU UNASS [Show ipint br 3w lazs
ol g¥l b ao sl oulig el aii
Router(configy#alias configure in interface fastethernet
0/0
Router(config)#alias configure eigrp router eigrp 10
Router(configy# alias interface x1 switchport mode
access
Router(config)# alias interface x2 switchport port secu-
rity
Router(config)# alias interface ns no shutdown

a0 Y O slalisi g poal Of pdatiuly Auoeud gl ALY Gaas SIS sAa
S HLadS N o ABLSL Col® UB ¢St of U3 Lle adl petiwe JSd daUis
[PRPSETLPPRY Y-SV PPPWIRES W PRSI p- PP S VAPR |

p stands for ping

h stands for help

lo stands for logout

uand un stand for undebug

wr stand for copy start run

w stands for where
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St o 61 32 i pai
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W MulticastgPrivet IP juwaww [340.282366920938463463374607431768211.456

L gl 531028 phss pa i sty JS s 3409

S & Flood ! Broadcast paadu IP o adliias] iy 9Nl ke Broadcast el s ol sagui
ARl ok Bagagd! Byl g S| ks Bagd! 530l S e FloOd et Multicast
FF021

Checksumdl o yes i oo Headerd gon | e sbis¥l out daguug Headerdl go Check sumd! pwd @i o
wlisal! §8a929d! 9l Link Layerd! gk agaspdl Checksumd
& TCP. UDP gk i k¥l

P DHCP Y& 30 91 S9a JSul ki D1} (s Slaig] Pl o] sl Mg g R 9D . gl (1 4 DY el
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JB Sy i 519 ALY CAS iy B i i iy

Sl Dy oy it o
gl B podg
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IPv4 Header

version [ HL [ Type of Service Total Length
Idenliﬁcation/ Flags Fragment Offset
Tifne To Live | P/otocul Header Checksum
Source Address

/ Destination Address
/ options Padding B9 5 ke JoSedgp JS He ader pag b)ua bidg
o A o 1 sl

IPv6 Header

[‘Version [ Trafiic Class | FlowLabel
Payload Length 1 NextHeader [*  Hop Limit

Source Address

Destination Address
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Switch Spoofing
Double Tagging

o aaly S oho i

SwitchA#conf t
SwitchA(config)#interface fastethernet 0/1
SwitchA(config-if ) #switchport mode access

0,25 Sy uwug_m.“ OV po=pll Ghnj h.9_93| A8 UgSy )o\” |.Lp
Dynamic Trunk s DTP I UsSgign sb oo pi S,
Trunk JI g95 axi s Sassly JsSgig,ull lia aeubg Protocol

Ja oz Sl sSwiladel Sy CLo|.x>¢uw| w= sl Protocol
JS slc Be default Joss g9 ISL 3| 802.1Q ,o|_).z.\_~u| =y
JSiw colell alsiwnlo iy Giusugudl (sle 839>g0dl wliygll
@b ol Lo iussgul (sJ| DTP Packet dl_w)l.) P98y 999 Ju>
Trunk Port (sJ| Port JI Jg=iuJ Mio 802.1Q JgSgigr i

oasslu Ul S BRI I b halls ol st Lo
I oY itz peis o)l e JoSeigull

SwitchA(config)# interface fastethernet 0/1
SwitchA(config-if)# switchport mode trunk
SwitchA(config-if)# switchport nonegotiate

[y LJ_9.>' ).>\J| \_9)b.” &0 Uo_gLa.JLu ,0_9.94\] UL: u)_g.J| )D| .99
LJ.n.(: @99 09 ;s\JLJLug Cbo|_\2.._w| o Sl dgs_g.ug)..ﬂ
o893V Wbl go voslaill &dec e Jogauall JgSgig I
switch port «Jtl ;oM swbS JUs> o DTP Protocol leds

nonegotiate

) Trunk Port

ow eV zloswdl (sd Trunk Port JI @asg ol lewes ples oS
839>g0d VIans JI yusi go Giwiugaudl (59 6359>90Jl VIans JI geo>
vugudl (oJl el Traffic Js Py lU3g )>| Juiugw (sde
Trunk JI csdoey 0,905 1idg aio el ol Vian JI 08, 55V
aSidl (sle 859>90)l Vlans JI JSu JlaiVl (sle 8,2all Port
Jol Juzeisd

pozpll 0is WV
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Aggregate Half-Duplex Throughput Dimensions Power Options
*10 Gbps *3.5x17.5x 18 in * DC Input Power (Fully Loaded): 10 A at -48 VDC; 378
FPC Slots and Full Duplex Throughput *8.9x44.5x45.7 cm watts
per Slot Mounting * No. of power supplies required (non-redundant/redundant):
* 1 built-in, 4 Gbps additional 1 Gbps * Front or center 1/2
for FIC Maximum Weight * AC System Input Power (Fully Loaded): 4 to 2 A; 100 to
PICs per Chassis *38.21bs/17.3 Kg 240 VAC; 47 to 63 Hz; 400 watts
* 4, plus 2 additional fixed FE, or 1 1 i
fixed GE ports
Chassis per Rack
*24

Gl e Router M7

*No

Number of Interfaces* Maximum Number of Virtual Systems Routing Protocols Supported
8 mini-GBIC (SX, LX or TX), or 2 XFP 10 Gig 0 default, upgradeable to 500 OSPF, BGP, RIPv1/v2
(SR or LR) Maximum Number of Virtual LANs High-Availability Modes Supported
Maximum Number of IP Addresses in 4094 * Active/Passive
Trusted Interfaces Maximum Number of Security Zones * Active/Active
Unrestricted 16 default, upgradeable to 1,016 * Active/Active Full Mesh
Maximum Throughput Maximum Number of Virtual Routers IPS (Deep Inspection FW)
*10 Gbps FW 3 default, upgradeable to 503 Yes

*5 Gbps 3DES VPN Integrated / Redirect Web Filtering
Maximum Number of Sessions N etscreen-Szoo :

1,000,000

Maximum Number of VPN Tunnels
25,000

Maximum Number of Policies
40,000

Maximum Performance and Capacity | Network Connectivity Routing, Virtualization, Encapsulations

* Junos Software Version Support: Junos * Fixed I/O: 4 x 10/100/1000 * BGP, OSPF, RIP, Static, ECMP: Yes
Software 9.1 * Maximum PIM Slots: 3 * Multicast, PIM SM, SSM,IGMP: Yes

M':)';z""a" Performance (Large Packets): 600, \ .. ihim EPIM Slots: 0 * Maximum Number of Security Zones: 40
* Firewall Performance (IMIX): 400M * Maximum Number of Virtual Routers: Yes
* Firewall and Routing PPS (64 Byte): 175, Route r .J 2320 * Maximum Number of VLANs: 256

000 pps * PPP, FR, MLPP, MLFR, HDLC: Yes

* 3DES and SHA-1 VPN Performance: 140 T o I et
Mbps

* Concurrent VPN Tunnels: 512 MB /1 GB
DRAM 256 / 512

* Maximum Concurrent Sessions: 512 MB / 1
GB DRAM 64 K/ 128 K

* New Sessions/Second: 5,000

Data Rate Resiliency MAC Addresses
* 480 Gbps Dual load-sharing internal autosensing AC 16,000
Throughput power supplies Jumbo Frames
* 357 Mpps (wire speed)  Power Options 9216 Bytes
10/100/1000BASE-T Port Autosensing; 110/220 VAC; 60/50 Hz ~ IPv4 Unicast / Multicast Routes
Densities Operating System N/A
24 (dual-mode 1/10GbE JUNOS Number of VLANs
network ports) QoS Queues / Port 1,024

10GBASE-X Port D iti 8 :
24 o TR Traffic Monitoring SWItCh EX25OO

100BASE-FX / 1000BASE-
X (SFP) Port Densities
N/A
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O Allow incoming timestamp request

[ Allow incoming mask request

[ Allow incoming router request

[ Allow outgoing destination unreachable

[ Allow outgoing source quench

O Allow outgoing parameter problem

O Allow outgoing time exceeded

[ Allow redirect

[ Allow outgoing packet too big

Description

Messages sent to this computer will be repeated back to the
sender. This is commonly used for troubleshooting--for example,
to ping a machine. Requests of this type are automatically
allowed if TCP port 445 is enabled.
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W Conficker Remover by Enigma Software Group

Conficker | #ottevotr &
@ REMOVAL TOOL | Enigma Sk fiware Group (8 Broughtto you by:
SpyHunter v3
@ Instructions:
Please cick the "Stat"

step of the Conficker
eboot,

Steps:
Click "Start"

Data

(value not set)

USB Mass Storage Driver
0x00000001 (1)
system32|DRIVERS|UISBSTOR.SYS
0x00000003 (3)

0x00000001 (1)

Name
(aB](Default)
@DisplayName
ErmvContro[
E”]ImagePath
Erype

Type

REG_S2

REG_S5Z
REG_DWORD
REG_EXPAND_S2
REG_DWORD
REG_DWORD

Prevent v 1.0

Settings | Tems |
Define Hotkey

Hotkey: It is the set of keys that you define, to help stop this
application from running

Define Hotkey :  [None

Fore.q. CTRL + P

Prevent Homepage
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